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Abstract; Currently, the global landscape is undergoing rapid transformation. The trend of economic global-
ization is experiencing a reversal, unilateralism and protectionism are on the rise, geopolitical conflicts are
intensifying,and global industrial and supply chains are undergoing accelerated restructuring. Represented
by the United States, Western countries have elevated software supply chain security to a national strategy
and introduced a series of policies to strengthen critical software supply chain security. Compared with de-
veloped countries in Europe and America, the weak industrial foundation and low level of industrial chain
have become the “Achilles heel” that affects the high-quality development of China’s manufacturing indus-
try and even national economic security. Therefore,improving the security level of China’s key software in-
dustry chain and supply chain is of great significance for cultivating new quality productivity, promoting
new industrialization,and implementing the overall national security concept. From a security perspective,
this article combs through the development status and achievements of China’s critical software industry
chain and supply chain,deeply deconstructs the potential risks and weak links in such aspects as technolog-
ical autonomy.ecological construction,and risk prevention and control,and puts forward suggestions from
the dimensions of strategic layout, technological breakthrough, system construction, industrial cluster,
etc. ,s0 as to provide support for building a security governance system for China’s critical software indus-
try chain and supply chain.
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